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. The Why and What of
Smart Grid




What 1s Smart Grid?

The Enernet, a layered energy grid akin to the Internet
Bob Metcalf, Inventor of Ethernet, Founder of 3Com and Venture Capitalist

Plug and play—scalable micro-generation, like a mobile phone

The third Industrial Revolution
John Scott, former Director of Engineering for National Grid, and Technical
Director of OFGEM (UK)
Your car becomes a small mobile power plant.
Jeremy Rifkin, President of the Foundation on Economic Trends and advisor
to several EU heads of state
Smart grid probably offers the potential for as much engineering
work in the next few decades as the Internet or the Apollo
program provided across a similarly broad range of technical
disciplines.
EPRI
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Sensors Everywhere

7 4 B The next phase in smart grid
" . technology is to embed
S oA sensing devices and chips

= throughout the system,

connecting every electrical
appliance. Software allows
us to know how much energy
IS being used, at any time,

‘i‘ii_ﬂ B [EeE; anywhere on the grid.
‘H!g_!!!!!g!!!_ "
J;!!g!” l%i'l?" i — Jeremy RIifkin
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Energy Systems Today

Using energy today Iis like using a
phone Iin the '50s
Locked to a specific physical location
Unidirectional
Fixed, inflexible tariff structures
Limited visibility of actual usage
Ancient technology

There must be a better way...
The GreenFire system
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The Virtual Energy Account

One account which is associated with a specific
nome base

ntegrates all transactions across all physical
ocations

Supports micro-generation
Security device (phone, smartcard, key fob) used

to authenticate and authorize energy
transactions away from home base

Supports electric and hybrid cars, laptops, etc.
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Dynamic Tariffs

Special electricity meters are sometimes used to allow
access to cheaper electricity tariffs

In the UK, Economy 7 white meters are used with
storage heaters

Require special (expensive) wiring

Inflexible
GreenFire sensor with actuator offers a better alternative
Electricity distributor advertises current tariffs via server

Each sensor registers opportunistically with server when
attractive tariff becomes available

Turns on associated appliance
Turns off appliance when tariff is no longer available
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Energy Signature

Parameters derived from energy usage signature are used
to determine if appliance is operating correctly.

Parameters are derived from time domain and frequency
domain analysis using DSP technigues.

Manufacturers’ data defines correct and incorrect
operational footprints.

Can fault find if footprint data sufficiently rich

Can feed back operational data to aid in future design
process

Messaging system can also be used to send diagnostic
and maintenance information from more equipment

OBD-Il data from electric vehicles
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GreenFire System
Architecture

B

Greenfire

"Home Base"
Server
. www —

NFC Link

L

Authentication
Device

Third Party Server
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Il. Sensor Architecture and
Requirements




Sensor Architecture

Auxiliary Inputs RFID/Smartcard
(e.g. CAN-bus) ; , Interface

Mains Input
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Key Requirements: Hardware

High integration
Microcontroller
IP communications
Flexible DSP
Flexible logic
Analog converter circuitry
Low cost and low power
“A sensor in every socket”

Security

Tamper resistance; on-chip key storage
and boot code
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Key Requirements:
Embedded Software

Traditional embedded solution (C-RTOS)
IS too difficult

Would like to write OO reusable code
with flexible API

Better security
Better tool support

Consider the mobile phone experience —
J2ME, Android

“Android for sensors”
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Ill. Implementation
Technologies




Hardware: SmartFusion™ FPGA

Flash

Highly integrated
single-chip from
Actel with:

. Microcontroller
J FPGA fabric

e Programmable
analog
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SmartFusion Block Diagram

Analog Compute
Engine

Curr.
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Engine
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Hardware Features

Embedded microcontroller
100 MHz ARM® Cortex®-M3
Power efficient

Highly integrated

Standard digital peripherals, including
Ethernet MAC, SPI, I°C, UART

Analog converters, oscillators, etc.

Single-chip solution; no configuration PROM
FPGA fabric

Accelerated DSP functions; misc. logic
Hardware security

Tamper resistance and secure upgrades

On-chip eNVM for keys and boot code
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Hardware Root-of-Trust

Fielded systems need a hardware
root-of-trust (RoT).

Software by itself is not secure.

The hardware RoT can store keys
and perform operations that extend

the trust zone to cover other parts of
j the system.
=
O/ N\ For example:

Execute secure boot code
- L | —

Check signatures on software
® 2, stored in external memory
Check that other boards in
the system are not counterfeit
Prevent overbuilding or cloning
of systems

LI
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Software: Aplix picoJBlend™

Runs Applications written in the Java language

Large (largest?) programmer base
High productivity language
Object-oriented
Abstracts hardware, I/O streams

High level of design reuse
Portfolio of available libraries
Mature tools and documentation

Developer can concentrate on

application-specific coding

Result: faster time-to-market
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Why picoJdBlend? (continued)

Runs Applications written in the Java language

Secure and Safe
Strongly typed language
“*Sandbox” model for application security

firewalls applications and network
Interfaces

Built-in memory management
Data encapsulation (by application)
Automatic garbage collection
No pointer violations

Compliant with Java Card Specification
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Programmer’s View

Java Language Application Layer

= picoJBlend™
Middleware

RTOS — Real Time Operating System | FreeRTOS
Operating Sys.

G/GSM ARM Cortex®-M3 = SmarTFusioN

Hardware

Bluetooth™

eNET DSP GPIO

COoprocessor | sssem—

12C mmmmmmmmeeni. CAN
Graphics | Pe——

SPI Accelerator § HMI

Zigbhee™

“Comm. over

Power Line

Memory Crypto PWM
Accelerator

RTC pe——————SFPU

Custom
Etc. Logic Etc.

" Nonvolatile

Memory

auibug sindwo) Bojeuy

Etc.
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Overall Design Process

MATLAB®/Simulink®
/ T

Synplify‘/® DSP Write Java

\ 4 \ 4

Libero® Integrated
Design Environment SoftConsole

Hardware IDE || Software IDE

\/

Programmer

l

PActel
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oncept Exploration with
Imulink

X1 model_1
File Edit View Simulation Format Tools Help
D@EEHS sBE == 3= = b 2P [Nomal S BoRE RER®

Fram Fila

To Wotspace
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WToul

Wind Tuibine
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Learn today. Design tomorrow.

Silicon Valley = April 26 - 29, 2010
McEnery Convention Center * San Jose




Learn today. Design tomorrow.

Silicon Valley = April 26 - 29, 2010
McEnery Convention Center = San Jose

Simulink Report

! model_1*
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) Reporttest

24-Feb-2010

Engy Comsumpd

[&] Total Energy
A Greari Tarf

|| Third Pasty

— Energy Generated
[ Energy Generated

Met Energy Balsnce

Energy Consumed Breakdown
Energy Consumed: 322 K\Wh Cost  £4.85

Teriff [UnitPrice| Units | Total Carbon Contert

Standard 015 1748 £262 081 Energy Generated: 24.2 KWh
Greenfire 005 475 £0.24 142

ThrdPary 020 997  £199 399 Energy Balance: -8.0 KWh Balance: £-0.02

Revenue:  £4.83

Carbon Consumed: 15.03 Kg Co2
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SmartFusion Design Environment

FPGA Design Flow Embedded Design Flow

» Software |IDE
leerg}' SoftConsole, Keil, IAR

" SmartDesign Firmware
Design Catalog Projects
Simulation W Sim.and Debug #/
H Software
Program and

Debug
\/
—— o FlachPros —x

-
-
o
| |
[

. Graphical Configurator

Templates

Synthesis

Layout

Timing
Analysis

Power
Analysis

Hdw Debug

smarFusion Evaluation Kit
Learn today. Design tomorrow. SmartFusion Development kit
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Hardware Block Assembly
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Hardware Configuration Tool View

MICROCONTROLLER SUBSYSTEM

Clodk Management CortexM3

ﬁf«#f

Reset Management

Hardware Canliguratfon

MSS 1,0 Fabric Interface
Firmware Configuration
o Conlfiguration

Dicabled
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oftware Design Tool View

: C/C++ - yoltage_monitor/main.c - Actel SoftConsele IDE v3.1 |;||E||Z|

File Edit Refactor MNavigate Search Project Run Window Help
B9 i@ 8 088 i $0-Q dPINEIH T wers 2 [ |
= Welcome [@ main.c ea = [l 5= outlin &2 Make \| = [l

E @ T 1'/********************************************************************_ﬁ,gl lﬂ H @ S
— Z

o

e ; . ;
E@vnltage_mnnitnr (@) Copyright 2002 ALetel Corporation. All rights reserved. = TR

IE@_J Includes
== CMSIS
EI[?:‘& skartup_gec
EIE] azfm3fx.h
EI@ care_cm3.h
- @ syskem_azfm3fooh
El @ care_cm3.c
| Iﬂ@ system_azfmafooc
== Debug
- (2 CMSIS
EI[E& drivers
; = mss_gpia
& makefile

*
| & objects.mk A5 § /
i D@ S 17#include "sZfm3Ifxxx.h'

) : 15#include "mss uart.h"

L@ subdir. riik. —
15finclude "mss ace.h"
Z20#include "mss gpio.h"
21
Ziffdefine MAY TEXT BUFFER S5IZE
Zifjdefine CHAN NAME HMAX 3IZIE

il : il
E‘_( Problems E:Sx @ Tasks] = Consolel | Properties]

0 errors, 0 warnings, 0 infos
Description Resource | Location

mss_lark.h
mss_ace.h
mss_gpio.h

Simple test prograwn for the SmartFusion ACE.  THO iz used to moni
voltage across the potentiometer. The TART iz used to send the A7

e o b e BE L CHAMN_MAME _MaX_SIZE

ADC_RESOLUTION
display_woltageluintd_t, ui

- over 1.5wv
- over 2.0wv
= gveE ‘2D
The flag walues are displayed on the SmartFusion development boap
The ULRT configuration is specified as part of the eall to TART i

main(}) : ink

|
o
o
to & terminal program. The hardware configuration has four flags # MaX_TEXT BUFFER_SIZE
#
#
+H
@
[}

display_woltageiuintd_t, ui

* VN $Revision: 1226 §
* VN $Date: 2009-08-10 16:30:14 40100 (Fri, 30 Oct 2009) §

E![Eb drivers
EIEb Ms5_Are
EI[E- Ms5_gpio
IE[E miss_Lark

- @ miain. c

D“}’ E] Jvoltage _monitormain.c
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V. GreenFire Prototype




Prototype — Key Features

Based on SmartFusion Development Kit
Application written in Java Programming
_anguage

nicoJBlend™ embedded middleware
_inux server with Apache Tomcat®
AJAX RIA user interface

RESTful (JSON) web service interface to
prototype
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Prototype System Overview

Greenfire Server
(Tomcat-based)

Greenfire Sensor Prototype

JSON-over-http

Restful Web-Service Interface

) Greenfire Configuration - Mozilla Firefox

Elle Edit Vew Higiory Bockmarks Tooks Help
@ - c x & # (OlhofeahetaEopdd v - @i
i Most Visited ) Emall | Freeserve @ Amazon | Matronet e abebocks @ hebe
Greenfire Prototype Configuration

Greanfine Enaray Reaart
Engray Boaning Demo

Mataring | Tariffs | Energy Roaming
Blf || matanng Configuratian
This tab provides basic configuration for the mataring functionality of the sensar.

[~ Power

@ om O o
Android Phone =

®on Oon
L
Resat Matar

]

[~ Mater Mada

Oseatic ® oynamie
Matar Raading Interval

iC| Seconds

@5 Now: Suny, 5 %C Thu: 59C &) Fri: 6°C &

AJAX User Interface
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GreenFire / SmartFusion / picoJBlend

Prototype Hardware

(Power Line Communication Link)

e ]

Manually-
Switched
Devices

(Bluetooth
ommunication link)

.

Controlled
&evices
\Y e
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Demonstration

General sensor demo
Appliance control and metering

Demand control through dynamic
prices

Mobile energy download
Authorization with mobile phone
Integrated energy display
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Next Steps

Pre-commercial prototype

Reduced size and higher integration
pased around SmartFusion chip

ntegral DSP for energy signature
Cryptographic support
picoJdBlend API for rapid customization
Scalable, robust server
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Conclusions

GreenFire concepts have been
demonstrated

Mobile energy downloads

Dynamic tariffs
Brings agility and mobility to energy
The “mobile phone of the energy
world”?
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Questions?
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